PROBLEM WITH COMPUTER BACKUP

In order to insure that the law enforcement data bases are not irretrievably lost
due to a catastrophic failure or event, or are not unduly inaccessible because of
downtime, it is necessary that the Department of Justice <DOJ) maintain a backup
to the primary computer. To insure that the data bases are available to DEA inves-
tigators on a 24-hour a day, 7 day a week basis, the backup site must be kept in a
ready state. DEA Is required to maintain the backup capability on a current basis,
which includes testing a contingency plan periodically, and providing liaison be-
tween DEA and the backup site. Planning is underway to use the DOJ new Dallas
facility as a backup site.

There have been instances of downtime on the DOJ computer attributable to a
variety of reasons, such as planned maintenance and electrical or air conditioning
outages. These instances result in the inability of investigators to secure the data
they need in a timely manner and can adversely affect the development of cases,

At the present time, there is no assurance that the backup capability in place
would be adequate because of the lack of a tested contingency plan and resources to
staff the function.

Mr. SMITH. I think that is all we have for now. Thank you. We
have some additional questions which we shall submit and you can
answer for the record.

[Questions submitted for the record follow:]TH. In tons or pounds or however you measure it, though,
